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1. Purpose
The purpose of this document is to establish guidelines for staff in response to requests received
in the National Contact Centre for access to personal information.
The Massey University National Contact Centre provides a range of services, from a prospective
student's initial inquiry through to their graduation. For this reason the National Contact Centre
staff have access to a large amount of personal information.
The Privacy Act 1993 and its amendments provide the legislative context for the protection and
use of personal information. The following guidelines are intended to interpret the legislation in the
particular context of the role and responsibilities of National Contact Centre staff, to assist them to
provide adequate security for this information.

2. Policy
Refer to the Massey University Privacy Policy in Appendix 1 and associated document in
Appendix 2, Procedure for Collection, Use and Disclosure of Personal Information (Privacy Act) or
see http://policyguide.massey.ac.nz.

3. Audience
All staff within the Massey University National Contact Centre

4. National Contact Centre Access to Personal Information
The National Contact Centre staff have access to a large amount of personal information in order
to provide a complete and accurate service to Massey University students. Personal information
is usually stored and retrieved with the use of a Student ID number or any of the contact methods
used, for example personal information can be stored in various media either electronically
including voice and screen recordings, text messages, email message, chat transcripts, facsimile,
notes entered in the Student Management System (SMS) and the like, or via more traditional
methods such as written correspondence.
According to the privacy principles mentioned in Appendix 2, any information that is classified as
personal is only able to be accessed or maintained either by the individual themselves, or by an
authorised agent. In this case the individual is a Massey student and the authorised agent is a
person employed or otherwise bound to Massey University and who is specifically authorised to
access that information.
Requests for private information can be either verbal or written. A request for information does not
have to be in writing. National Contact Centre staff are agents of the University and can release
personal information instantaneously (including live playback of voice recordings to callers) once
the identity and procedures in Section 5 have been confirmed. If further assistance is required,
staff are to seek the assistance of Contact Centre Team Leaders or direct the enquiry to the
University’s Privacy Officer in Section 14 of this guideline (you may be able to withhold information
in certain situations). A request for access to personal information made under Principle 6 of the
Privacy Act must be responded to as soon as possible and within 20 working days and if the
information should be provided then this must be provided without undue delay.
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5. Guideline for Releasing Information to Individuals
Information is collected for the purposes of studying at Massey University and staff must ensure
that information is only released to the student to whom it belongs, (with some exceptions as
contained within the Privacy Act) and that only the student makes changes to existing information.
This responsibility is carried out by performing a suitable check on the identity of a caller before
releasing or altering any personal information.
A suitable check is defined as obtaining a correct response from the student him/herself directly to
at least the student identification number (if known), and all of the following:
• Current Address
• Date of Birth
• Full Name (as shown on the birth certificate or passport).
(Note: It is advisable to obtain an ID Number from the student, rather than searching for it via SMS
because the number of identifiers available is reduced.)
If the National Contact Centre staff are in any doubt as to the identity of the caller, other questions
can be used, possibly drawn from their academic details: for example, the numbers/titles of the
last three papers that the student was registered in.
If doubt still exists, do not release the information.
National Contact Centre staff can assume, having performed this check on the identity of the
caller, that the caller is being truthful about their identity. In other words, National Contact Centre
staff will not be considered negligent in discharging their responsibility for protecting the
information if they are dealing with a person who has answered all questions correctly.

6. Guideline for Disclosure to Third Party - Parents/Partners/Family Members/Employer
Staff should not release information about a student to parents, partners, or other family members,
unless the caller is an authorised agent (see Agent Authorisation, section 8 below).
National Contact Centre staff may accept credit card payment of fees from a third party if the caller
provides core information such as the student ID number and amount paid. Under no
circumstances are staff to confirm or release any personal information held about individuals.
Payment of tuition fees by a third party does not entitle him or her to be given any personal
information about the student. It is important to note that the student owns this information and has
not authorised us to release to parents. This also applies when the third party is an employer.

7. Incapacitation or Death of Individuals
Callers with information on incapacitation or death of a student must be advised that they need to
write to NSATS Enrolment Office, providing evidence of incapacitation or death of a student so
that the appropriate action can be taken by NSATS. Staff should not release information about a
student to third party unless the caller is an authorised agent (see Agent Authorisation, section 8
below). National Contact Centre staff must follow the Deceased Student Procedure detailed in the
internal KnowledgeBase FAQ system including internal notifications required to invoke NOUT and
DIED status procedures.
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8. Agent Authorisation
A student can nominate an agent to make inquiries about their enrolment on their behalf, so must
advise the University in writing using the Agent Authorisation form. Faxed or emailed documents
will not be accepted. A sample copy is attached in Appendix 3.
If a caller states that they are an approved agent for a student, National Contact Centre staff must:
• Find the scanned copy of the Agent Authorisation form in Silent One
• Confirm the key identifiers for the agent and the student with the agent
• Proceed with the student look up when identification has been confirmed. Make the
appropriate call history notes.
Do not release any information if there are unsatisfactory responses to the identifiers.
Only in exceptional or urgent cases with authorisation from Enrolment staff we may accept the
Agent Authorisation Form to be submitted via fax on 06 350 5619 or email
enrolments@massey.ac.nz. This will be presented on a case by case basis for approval. The
student must also then send the original application form by post to the address on the form if
permission to fax or email application form is granted by Enrolment staff.

9. Power of Attorney
When a student gives someone (or a company) power of attorney, they give them the legal right to
act on their behalf with one of two types of power of attorney, either an Ordinary Power of Attorney
or an Enduring Power of Attorney. Students can provide a verified copy of a Power of Attorney in
lieu of an Agent Authorisation as this is a Legal Document and the same procedures above
applied for Agent Authorisation are to be followed.

10. Guideline for Disclosure to Police
There is no legal requirement for staff to release student information if requested by the Police.
The correct guideline when dealing with such a query is to:
• inform the requester to submit a document, such as search warrant, with exact details of
information requested and why, and;
• conference the caller through to the on-site Police Constable or Security and Traffic Office

11. Guideline for Disclosure to Massey University Staff
In situations where a Massey University staff member is requesting student details, or changes to
this information, the Privacy Act still applies.
•

Academic staff requesting information or changes are to be advised that they will need to
contact their School/Departmental Secretary or School/Department Head.

•

General staff, particularly library staff and Student Liaison Advisors who are initiating a
change to student details will need to either access this information themselves, contact
their administrator, advise the student to call personally or to send the relevant paperwork
to NSATS.
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12. Guideline for Refusing a Request for Information
In the event that the caller is a third party and information will be withheld, the staff should inform
the caller that they are withholding the information and the reason they are withholding the
information.
Explain that:
• Release of information to an unauthorised third party is in breach of the Privacy Act 1993
• The student her/himself may call to obtain or change their information, or else may
authorise the third party to receive or change information provided that this is done in
writing.

13. Guideline for Handling Difficult Callers
Sometimes, where a refusal to release or change information has been made, a caller can
become difficult. After the best possible effort has been made, the staff should refer the caller to
the Contact CentreTeam Leader. Remind the caller that release of information to a third party is a
breach of the Privacy Act 1993.

14. Privacy Officer
The Massey University Privacy Officer is:
Mr Stuart Morriss
Assistant Vice-Chancellor and University Registrar
Massey University
Private Bag 11222
Manawatu Box Lobby
Palmerston North 4442
New Zealand

15. Request for Information under Official Information Act 1982
All requests for information under the Official Information Act 1982 should be addressed to:
Mr Stuart Morriss
Assistant Vice-Chancellor and University Registrar
Massey University
Private Bag 11222
Manawatu Box Lobby
Palmerston North 4442
New Zealand
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16. Complaints
For further information, please also refer to the Complaints Procedure in Appendix 2.
Privacy complaints from students should be sent to the Risk Manager and copied to the Privacy
Officer:
Ms Anne Walker
Risk Manager
Office of the University Registrar
Massey University
Private Bag 11222
Manawatu Box Lobby
Palmerston North 4442
New Zealand

Copy to:
Mr Stuart Morriss
Assistant Vice-Chancellor and University Registrar
Massey University
Private Bag 11222
Manawatu Box Lobby
Palmerston North 4442
New Zealand

Privacy complaints from staff should be sent to the Employment Relations Manager, Human
Resources Section and copied to the Privacy Officer:
Ms Fiona McMorran
Employment Relations Manager
Human Resources Section
Massey University
Private Bag 11222
Manawatu Box Lobby
Palmerston North 4442
New Zealand

Copy to:
Mr Stuart Morriss
Assistant Vice-Chancellor and University Registrar
Massey University
Private Bag 11222
Manawatu Box Lobby
Palmerston North 4442
New Zealand

17. Version Control
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APPENDIX 2:
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APPENDIX 3: Agent Authorisation Form
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