Transport Layer

Chapter goals:

0 understand principles
behind transport layer
services:

0 multiplexing/demultiplexi
ng

" reliable data transfer

= flow control

" congestion control

iInstantiation and
Implementation in the
Internet

Chapter Overview:

* TCP congestion control

" transport layer services

multiplexing/demultiplexing
connectionless transport:
UDP

principles of reliable data
transfer

connection-oriented
transport: TCP

0 reliable transfer

* flow control

" connection management

principles of congestion
control
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Transport services and

provide logical
communication between
app’ processes running on
different hosts

transport protocols run in
end systems

transport vs network layer
services:

network layer: data
transfer between end
systems

transport layer: data
transfer between processes

relies on, enhances,
network layer services

protocols
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Transport-layer protocols

Internet transport services:
* reliable, in-order unicast
delivery (TCP)
congestion
" flow control
connection setup
* unreliable (“best-effort”),
unordered unicast or
multicast delivery: UDP
" services not available:
real-time
bandwidth guarantees
reliable multicast

network
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physical e
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network /

data link

physical
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physical
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Multiplexing/demultiplexing

Recall: segment - unit of

data exchanged between Demultiplexing: delivering

N received segments to
transport layer entities correct app layer processes
0 aka TPDU: transport
protocol data unit

receiver

application-layer

data
.mmm
segment P1 raylport P2
header\ M
'

[Hplseg mend network

Transport layer 4



Multiplexing/demultiplexing

—Multiplexing:

app processes, enveloping
data with header (later used
|for demultiplexing)

multiplexing/demultiplexing

" based on sender,
receiver port numbers, IP
addresses

" source, dest port #s
in each segment

" recall: well-known
port numbers for
specific applications

gathering data from multiple

| =4

— 32 bits >

source port #| dest port #

other header fields

application
data
(message)

TCP/UDP segment format

Transport layer 5



Multiplexing/demultiplexing:

examples

source port

. X

dest. port: 23

tource port

23

dest. port:

X

server B

port use: simple telnet app

Web client
host A

2

| Source IP: A

Web client
host C

2

| Source IP: C || Source IP: C
Dest IP: B Dest IP: B
source port: source port:

y
dest. port: dest. port:
80

Dest IP: B

—

source port:

X

dest. port:

80

v

Web
n server B

port use: Web server

Transport layer
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UDP: User Datagram Protocol [RFC
768]

“no frills,” “bare bones”
Internet transport Why is there a UDP?
_ !c‘)rotocol ; _ no connection
best effort” service, UDP establishment (which can
segments may be: add delay)
* lost " simple: no connection
" delivered out of order state at sender, receiver
to app * small segment header
" connectionless: * no congestion control:
" no handshaking UDP can blast away as
between UDP sender, fast as desired
receiver
" each UDP segment
handled

independently of
others

Transport layer 7



UDP: more

* often used for streaming

multimedia apps = 32 bits >
" loss tolerant Length, in |[sOurce port #| dest port #
" rate sensitive bytes of UDP_ [length checksum
segment,
other UDP uses including
(why?): header
* DNS
: SNMP Application
reliable transfer over data
(message)

UDP: add reliability at

application layer

" application-specific
error recover!

UDP segment format

Transport layer 8



UDP checksum

Goal: detect “errors” (e.qg., flipped bits) in
transmitted segment

Sender: Receiver:

" treat segment contents " compute checksum of
as sequence of 16-bit received segment
integers * check if computed

* checksum: addition (1’s checksum equals
Comp|ement Sum) of checksum field value:
segment contents " NO - error detected

" sender puts checksum " YES - no error detected.
value into UDP But maybe errors
checksum field nonethless? More later

Transport layer 9



UDP checksum example:

" Three packets of 16
bits each
* 0110011001100110
* 0101010101010101
* 0000111100001111

" adding the three,
calling it r’:

* 1100101011001010
* Send the four
packets, the original
three and 1's
complement of ‘r’ to
destination

" The 1's complement

of ‘r' is:
* 0011010100110101

" at destination the

sum of four packets
should be:
" 1111111111111111

" If the packet is

damaged:

- 1111101111111111
(zeros!!)

Transport layer
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Principles of Reliable data
transfer

Important in app., transport, link layers
" top-10 list of important networking topics!

senalngl receiver I
Process process
! i

. rdt send()
L()relloble c:hcmhel)j =

reliable data
transfer protocol transfer protocol
(sending side) (receiving side)

udt send ( )i [packet | [ packet] Irdt rev ()

application
layer

deliver data()
reliable data

transport
layer

Junreliable chonnel)i

(a) provided service (b) service implementation

* characteristics of unreliable channel will determine
complexity of reliable data transfer protocol (rdt)

Transport layer 11



Reliable data transfer: getting
started

dt_send(): called from above, deliver_data(): called
(e.qg., by app.). Passed data to by rdt to deliver data to
deliver to receiver upper layer tHOPEr /

\ rdt_send() dala]fdeliver data()

send [eliable data relioble data recejve
id tfransfer protocol transfer protocol :

SIOE  |(sending side) (receiving side) side

udt send ( )i packet packet Irdt_rcv ()
T—»()unrelioble channel )J
udt_send(): called by rdt, rdt_rcv(): called when packet
to transfer packet over arrives on rcv-side of channel
unreliable channel to

receiver

Transport layer 12



Reliable data transfer: getting

started

We'll:

0 incrementally develop sender, receiver sides of
reliable data transfer protocol (rdt)

" consider only unidirectional data transfer
* pbut control info will flow on both directions!

" use finite state machines (FSM) to specify sender,
receiver

state: when in
this “state”
next state

actions taken on state transition
uniquely
determined

/ \
event @
actions )
by next

even t Transport layer 13




Rdt1.0: reliable transfer over a reliable channel

" underlying channel perfectly reliable
" no bit erros
" no loss of packets

" separate FSMs for sender, receiver:

" sender sends data into underlying channel
" receiver read data from underlying channel

N N
wait for wait for

call from call from
above below

(a) rdt1.0: sending side (b) rdt1.0: receiving side

rdt_send(data) rdt_rcv(packet)

extract(packet,data)

make_pki(packet data)
deliver_data(data)

udt_send(packet)

Transport layer



Rdt2.0: channel with bit errors

" underlying channel may flip bits in packet
" recall: UDP checksum to detect bit errors

" the question: how to recover from errors:

" acknowledgements (ACKs): receiver explicitly tells
sender that pkt received OK

" negative acknowledgements (NAKs): receiver
explicitly tells sender that pkt had errors

* sender retransmits pkt on receipt of NAK
" human scenarios using ACKs, NAKs?

* new mechanisms in rdt2.0 (beyond rdt1.0):

* error detection

" receiver feedback: control msgs (ACK,NAK) rcvr-
>sender

Transport layer
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rdt2.0: FSM specification

rdt_rev(revpkt) &&
corrupt(revpkt)

udt send(NACK)]

rdf _send(dafq)

compute checksum
make pki(sndpkt, data, checksum)
udt_send(sndpkt)

it for

- dt rev(revpkt) wdl
wait for rar_rc call from
call from && iIsSNACK(rcvpkt) below

above udt_send(sndpki)

rat rcv(rcvpkt) ot rev(rev
= - pkt) &&
& JBACKITevoKT) notcorrupt(revkt)

extract(rcvpkt, datq)
deliver_data(data]
udt_send(ACK)

sender FSM receiver FSM

Transport layer



rdt2.0: in action (error scenario)

rdt_rev(revpkt) &&
corrupt(revpkt)

udt send(NACK)]

raf_send(datfq)

compute checksum
mMake pki(sndpkt, data,

walit for

rdf_rcv(rcvpkt)
&& isNACK(rcvpki) call from

elow
udt_send(sndpkt)

rdf_rcv(revpki) rat rev(revpkd) &&

notcorrupt(rcvpkt)

extract(rcvpkt, datq)
deliver_data(data]
udt_send(ACK)

sender FSM receiver FSM

Transport layer
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rdt2.0 has a fatal flaw!

What happens if

ACK/NAK corrupted?

" sender doesn’t know what

happened at receiver!

* can’t just retransmit:

possible duplicate

What to do?

sender ACKs/NAKSs
receiver’'s ACK/NAK? What
If sender ACK/NAK lost?

" retransmit, but this might

cause retransmission of
correctly received pkt!

Handllng duplicates:

sender adds sequence
number to each pkt

sender retransmits
current pkt if ACK/NAK
garbled

" receiver discards

(doesn’t deliver up)
duplicate pkt

stop and wait
Sender sends one packet,
then waits for receiver
response

Transport layer

18



rdt3.0: channels with errors and loss

New assumption: Approach: sender waits
underlying channel “reasonable” amount
can also lose packets of time for ACK
(data or ACKSs) * retransmits if no ACK

- Checksum’ seq. #, received in this time
ACKs, retransmissions " if pkt (or ACK) just delayed
will be of help, but not (not lost):
enough * retransmission will be

Q: how to deal with duplicate, but use of
10SS? SE.q. #'s already handles

this

* sender waits until
certain data or ACK
lost, then retransmits

" yuck: drawbacks?

" receiver must specify
seq # of pkt being
ACKed

" requires countdowrrtiriier 19



rdt3.0 sender

rdt_send(data)

compute chksum rdi_rcv(rcvpkt) &&
make_pkt(sndpkt,0.data.chksum) (corrupt(revpkt) | |

udt_send(sndpkt) iSACK(revpkt, 1))
start_fimer

rdt_rcv{rcvpkt)

timeout

udt_send(sndpkb
) start_timer

rdt_rcev(rcvpkt)
8& notcomuptrevpkh S nofoonmpticypkh
&& isACK(rcvpkt,1) && isACK(rcvpkt,0)

timeout

udt_send(sndpki

rat_rev(rcvpkt)
start_timer

rdt_rcv(rcvpkt) &&
(corrupt(revpkt) | 1 rdt_send(datc)
ISACK(revpkt 0) ) compute chksum

make_pkisndpkt,1.data,chksum)
udt_send(sndpkt)
start_fimer

Transport layer
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rdt3.0 (hypothetical protocol)in

action

sender receiver

okt
sendpk0 =0 rcvpki0
send ACKO
]

ov ACKO /

ACK
send pkt1 \m\‘
rcv pkil
ACK send ACK
rcVACKT
CK

send pktO kt 0
A rcv pktO
send ACKO

(a) operation with no loss

sender receiver
Pkt
send pki0 0 eV pkio
ACK send ACKO
rcv ACKO
send pkil 7 \%ﬂ(
(loss)
timeout  _|
resend pkt] %‘
rcv pki1
ACK send ACKI1
rcvACK] o
send pktO

rcv pki0
/ACKG/ send ACKO

(b) lost packet

Transport layer 21



rdt3.0 in action

sender receiver sender receiver
ok ki
send pkio &’ rcv pkio send pki0 \k’ rcv pktQ
ACK send ACKO ACK send ACKO
rcv ACKO rcv ACKO _
send pkt1 KT send pkil
rcv pktl rcv kil
ACK send ACK1 send ACK1
(loss) X/
fimeout
fimeout = pkt resend pkil -
s ok \rcv okt 1 rcv pktl
ACK (detect duplicate) rcvACK1 (detect duplicate)
ACK] send ACK1 send pktO send ACKT
send pdo d rcv pki
0 send ACKO
ACK v P ACK
send ACKO
(c) lost ACK (d) premature timeout

Transport layer 22



Performance of rdt3.0

* rdt3.0 works, but performance is not acceptable

" example: 1 Gbps link, 15 ms end to end propagation delay,
1KB packet (1KByte = 8Kbit)

" Utilization of sender (time busy sending)

T _ 8kb/pkt
transmit™ 10%**9 p/sec

Utilization = U = fraction of time _ 0.008 msec
tilization = U Zander busy sending 30.008 msec

= 8 microsec

= 0.00027

" 1KB packet every 30 msec -> 267kb/sec throughput over
1 Gbps link

" network protocol limits use of physical resources!

Transport layer 23



Pipelined protocols

Pipelining: sender allows multiple, “in-flight”,
yet-to-be-acknowledged packets
" range of sequence numbers must be increased
* buffering at sender and/or receiver

<+— ACK packets

(a) a stop-and-wait protocol in operation (b) a pipelined protocol in operation

* Two generic forms of pipelined protocols: go-Back-
N, selective repeat

Transport layer 24



Go-Back-N

Sender:
" k-bit sequence # in packet header
" “window” of up to N, consecutive unack’ed packets allowed

send_base  nhexfseghum dready Lsable. hot
lv i ack’ed yet sent
111 AT 00000 == e
t __ window size—%
N

" ACK(n): ACKs all pkts up to, including seq # n - “cumulative
ACK"”

" may deceive duplicate ACKs (see receiver)
" timer for each in-flight pkt

" timeout(n): retransmit pkt n and all higher seq # pkts in
window Transport layer 25



GBN: sender extended FSM

rdt_send(data)

if (nextsegnum < base+N) {
compute chksum
make_pkt(sndpkt(nextsegnum)) nextsegnum data,chksum)
udt_send(sndpkt(nextsegnum))
if (base == nextsegnum)
start_fimer
nextsegnum = nexfsegnum + 1
}
else
refuse_data(data)

rdt_rcv(rev_pkt) && notcorrupt(revpkt) timeout
base = getacknum({rvcpkt)+1 start_timer
if (lbase == nextsegnum) udt_send(sndpkt(base))
slTop_Tlmer udt_send{sndpkt(lbase+1)
ese N N w S .
start_fimer

udt_send(sndpkt(hextsegnum-1))

Transport layer 26



GBN: receiver extended FSM

rdt_rev(rcvpk) &&
notcorrupt{revpkt) &&
default hassegnum({rcvpkt.expectedsegnum)

extract(rcvpkt,data)
udf_send(sndpkt) deliver_ data(data)

make_pkt{sndpkt ACK,.expectedsegnum)
udt_send(sndpkt)

receiver simple:

* ACK-only: always send ACK for correctly-
received pkt with highest in-order seq #
" may generate duplicate ACKs
" need only remember expectedseqgnum

" out-of-order pkt:

* discard (don't buffer) -> no receiver buffering!
" ACK pkt with highest in-order seq #

Transport layer 27



GBN In

action

sender

send pkt0
send Pkt

send pkt2

send pkt3
(wdalif)

>

rcv ACKO
send pkt4

rcv ACK]

—pkt2 timeout
send pkiZ
send pkt3
send pkt4
send pktd

receiver

\
\(Ea(ss)

A\

send pkts \

—
~

rcv pktO
send ACKO

rcv Pkt
send ACKI

rcv pkt3, discard
send ACKI

rcv pktd, discard
send ACK

rcv pkid, discard
senpd) ACK]

rcv pkit2, deliver

send ACK2
rcv pkt3, deliver

send ACK3

Transport layer
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Selective Repeat

" receiver individually acknowledges all
correctly received pkts

" buffers pkts, as needed, for eventual in-order
delivery to upper layer

" sender only resends pkts for which ACK not
received
" sender timer for each unACKed pkt

" sender window
" N consecutive seq #'s
" again limits seq #s of sent, unACKed pkts

Transport layer 29



Selective repeat: sender, receiver
windows

send_base  nexfsegnum dlready Usable. not
Jr ly ack’ed yet sent
0TI | s o
t _ window size—2%
N

(a) sender view of sequence numlbers

out of order

acceptable
(buffered) but — § (\ithin window)
already ack’ed

ﬂﬂﬂﬂﬂﬂﬂﬂﬂlllllllllIIIIIIIIIII |opectes ner | rerscet

t _ window size—4

1 N

rcv_base

I T T T I

(b) receiver view of sequence numbers

Transport layer 30



Selective repeat

—receiver

—sender
data from above :

If next available seq # in

window, send pkt
timeout(n):
" resend pkt n, restart
timer

ACK(n) in

[sendbase,sendbase+N]:
* mark pkt n as received

If n smallest unACKed
pkt, advance window

base to next unACKed
seq #

pkt N IN [rcvbase, rcvbase+N-

1]

* send ACK(n)
" out-of-order: buffer
" in-order: deliver (also

deliver buffered, in-order
pkts), advance window to
next not-yet-received pkt

pkt N IN [rcvbase-N,rcvbase-1]
" ACK(n)

otherwise:
" ignhore

Transport layer 31




Selective repeat in action

pki0 sent
012304567 8¢9 .

pkt0 revd, delivered, ACKO sent
Pkt 1 sent ofi 23456789
012314567 8¢9
pki2 sent

pktl revd, delivered, ACK1 sent
0123|4567 89 mmmy, 01|23 4516789

pkt3 sent, window full
012304567 8¢%9

pkt3 rcvd, buffered, ACK3 sent
ACKO revd, pktd sent 023456789
Ol 234567 8¢9
pkt4d revd, buffered, ACK4 sent
pkt2 timeout, pkt2 resent

01023456789
ol1 23456789

pkt2 revd, deliver pkis 2, 3,4
ACK2 sent

ACK] rcvd, pkth sent

0112345|678F9 0123456749

pktd revd, delivered, ACKS sent
012345467889

Transport layer 32



Selective repeat:

sender window
(after receipt)

receiver window
(after receipt)

dilemma

Example:
" seq#'s:0,1,2,3

window size=3

receiver sees no
difference in two
scenarios!

Incorrectly passes
duplicate data as
new in (a)

: what relationship

between seq # size
and window size?

pktO
01230172 ol1 2 3l01 2
012301 01123012
0123012 012130 1l2
timeout

retransmit pktQ

012

sender window
(after receipt)

301

fkto

—Jp receive packet
with seq number O

(a)

receiver window
(after receipt)

pktO
012|301 2 oli1 2 3lo01 2
0121301 0112 3 0J1 2
012)3012 0123012
ACK2
ol1 2 301
o123 001

receive packet
with seq number O

()

Transport layer 33



TCP: Overview

* point-to-point: " full duplex data:
" one sender, one " bi-directional data flow
receiver In same connection
" reliable, in-order byte " MSS: maximum
steam: segment size
* no message boundaries  connection-oriented:
* pipelined: " handshaking

(exchange of control
msgs) init's sender,
receiver state before
data exchange

" flow controlled:

_socke
foor g

TE sender will not '"'flood"

" TCP congestion and
flow control set window
size

eceive buf

receive huffer

° GO0 > [0 receiver with data
Transport layer 34
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TCP segment structure

URG: urgent data

32 bits

source port # | dest. port #

ounting

(generally not used\_|
ACK: ACK #

. sequence number

by bytes
of data

valid

(not segments!)

PSH: push data now
(generally not usedy—

,JQF\’

| T—acknowledgement
head réztd zpjgg ROF window size

sum ptr urgent data

RST. SYN, FiN: |

Opt/on/(varlable length)

to accept

connection established
(setup, tear down
commands)

Internﬁi////
checksu

(as in UDP)

/ application

data
(variable length)

Transport layer 35



TCP seqguence #'s and ACKs

Segment 1 Segment

i | Z

© 1 2 3 4 5 ..... 1000 1001 16002 ....

Sequence. Numbers (#'s):

" byte stream 'number’ of first byte in segment's data

" Not necessarily starts from 0, use random initial number R
* Segment1: 0 + R

* Segment 2: 1000 + R etc...
ACKs (acknowledgment):

" seq # of next byte expected from other side (last byte
+1)

" cumulative ACK
" If received segment 1, waits for segment 2
" Ack=1000 + R (received up to 999t byte) Transport layer 36




TCP seqguence #'s and ACKs
Q: how receiver @ rost A HOStB@

handles out-of-order User _ Segs

42 A
types ' ACK=79
segments b N
0 A: TCP spec host ACKs
d 't ., receiptof
Oelsn Say, = C ICI, eChoeS
decide when back 'C'

Implementing

host ACKs
receipt

Seqg=
of echoed 1743, Ack =g,
|C|

simple telnet
scenario
(with echo onpnsport layer 37

time
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Yet another example

Host A:
seq=42
ack=79

seq=47
ack=84

host ACKs
receipt

else

Host B@

q receipt of
) ‘Hello',

'Hello'

Seq=
of echoed 1747, Ack=g, o
|He||0I W‘
send something

simple
scenario

echoes back

Host B:
seq=79
ack=47

seq=84
ack=50

A

time

Transport layer 38



TCP: reliable data transfer

event: data received

create, send segment - one way data transfer
- no flow, congestion
control

event: timer timeout for
skgment with seq. number y

retransmit segment

event: ACK received,
with ACK numbery

ACK processing

Transport layer 39



TCP:
reliable
data
transfer

Simplified
TCP
sender

00
01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

sendbase = initial_sequence number
nextsegnum = initial_sequence number

loop (forever) {

switch(event)

event: data received from application above
create TCP segment with sequence number nextseqgnum
start timer for segment nextsegnum
pass segment to IP
nextsegnum = nextsegnum + length(data)

event: timer timeout for segment with sequence number y
retransmit segment with sequence number y
compute new timeout interval for segment y
restart timer for sequence number y

event: ACK received, with ACK field value of y
if (y > sendbase) { /* cumulative ACK of all data up toy */

cancel all timers for segments with sequence numbers <y

sendbase =y
}
else { /* a duplicate ACK for already ACKed segment */
increment number of duplicate ACKs received for y
if (number of duplicate ACKS received fory == 3) {
[* TCP fast retransmit */
resend segment with sequence number y
restart timer for segment y

}

} /* end of loop forever */

Transport layer
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TCP ACK generation [RFC 1122, RFC

2581]

Event

TCP Receiver action

in-order segment arrival,
no gaps,
everything else already ACKed

delayed ACK. Wait up to 500ms
for next segment. If no next segment,
send ACK

in-order segment arrival,
no gaps,
one delayed ACK pending

immediately send single
cumulative ACK

out-of-order segment arrival
higher-than-expect seq. #
gap detected

send duplicate ACK, indicating seq. #
of next expected byte

arrival of segment that
partially or completely fills gap

immediate ACK if segment starts
at lower end of gap

Transport layer
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TCP: retransmission scenarios

%)
D
QO
1]
©©
N
foe)
N
D
()]
3
100 tlmeout—'l
92 tlmeout—>|

eq= [
|<—Seq

. tim :
lost ACK scenario € premature timeout,
cumulative ACKs

time

Transport layer 42



TCP: retransmission scenarios

92 timeout———>|

fe— Seq

time

cumulative ACKs,
avoids retransmission of the first segment

Transport layer 43



TCP Flow Control

receiver: explicitly
iInforms sender of

-flow control (dynamically
sender won't changing) amount of
overrun free buffer space
receiver's buffers by - RevWindow field
transmitting too

iIn TCP segment
sender: keeps the

much,
RcvBuffer = size or TOFOREAS e Buffer

amount of
RcvWindow = amount of spare room in Buffer transmitted, unACKed
data less than most
Revwindow
- _*/ / 7 recently received
data from / / / application RcvWindow
P —" process
//// question: What happens
b RevBuffer — when Rcv buffer is
full?

receiver buffering Sender keeps sending 1
ayer

b y te Transport 44



TCP Round Trip Time and
Timeout

Q: how to set TCP Q: how to estimate RTT?
timeout value? " SampleRTT: measured time
1 longer than RTT * from segment transmission

until ACK receipt

" ignore retransmissions,
cumulatively ACKed
segments

* SampleRTT will vary, want
estimated RTT ''smoother"

" use several recent
measurements, not just
current SampleRTT

" note: RTT will vary

* too short: premature
timeout

" unnecessary
retransmissions

* too long: slow
reaction to segment
loss

* RTT = round trip time

Transport layer

45



TCP Round Trip Time and
Timeout

EstimatedRTT = (1-x)*EstimatedRTT + x*SampleRTT

" Exponential weighted moving average

* Influence of given sample decreases exponentially
fast

* typical value of x: 0.125
Setting the timeout

" EstimtedRTT plus ""safety margin'

* large variation in EstimatedRTT -> larger safety
margin
Timeout = EstimatedRTT + 4*Deviation

Deviation = (1-x)*Deviation +
x*|SampleRTT-EstimatedRTT|

Transport layer 46



TCP Round Trip Time and
Timeout

300t Estimate RTT

I~
| \

Sample RTT

2007 . \

ATV y

100

time

Transport layer 47



TCP Connection Management

Recall: TCcp sender, receiver establish “connection” before
exchanging data segments

initialize TCP variables:
0 sequence numbers

" buffers, flow control info (e.g. RcvWindow)

client: connection initiator
Socket clientSocket = new Socket("hostname", "port number");

connect;

" server: contacted by client
Socket accept();

Transport layer 48



TCP Connection Management

time

Three way
handshake:

Step 1: client end system sends TCP
SYN control segment to server
0 specifies initial seq number
(isn)

Step 2: server end system receives
SYN, replies with SYNACK control
segment

ACKSs received SYN
allocates buffers

specifies server-> receiver
initial seq. number

Step 3: client ACK the connection:
server_isn +1 and SYN=0

Connection established! Transport layer
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TCP Connection Management (cont.)

Closing a connection:

client closes socket:
clientSocket.close();

Step 1: client end system
sends TCP FIN control
segment to server

Step 2: server receives
FIN, replies with ACK.
Closes connection, sends
FIN.

@ client

close

close

o time

dwaitI

FIN

cK
/ close
/
k

SGFVGF@

Transport layer
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TCP Connection Management (cont.)

Step 3: client receives
FIN, replies with ACK.

0 Enters "timed wait" -
will respond with ACK
to received FINs

Step 4: server, receives
ACK. Connection closed.

Note: with small
modification, can handle
simultaneous FINSs.

@ client

closing

d waitI

o time

close

FIN

/
/
N

server@

closing

closed

Transport layer 51



TCP Connection Management

(cont)

wait 30 seconds

CLOSED

TIME_WAIT

F Y

receive FIM
send ACK

FIN_WAIT_2

receive ACK
zend nathing

TCP client
lifecycle

client application
initiates a TCP connection

send SN

SYN_SENT

receive SYM & ACK
send ACK

h J

ESTABLISHED

FIN_WAIT_1

client application
initiates close connection

send FIM CLOSED

receive ACK
send nothing

LAST_ACK
A

send FIN

CLOSE_WAIT

TCP server
lifecycle

server application

creates a listen socket

LISTEN

receive SYM
send YN & ACK

k4

SYN_RCVD

receive FIM

send ACK ESTABLISHED

receive ACK
send nothing

Transport layer
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Principles of Congestion Control

Congestion:

0 Informally: "'too many sources sending too
much data too fast for network to handle"

* different from flow control!
" manifestations:
[ lost packets (buffer overflow at routers)
" long delays (queuing in router buffers)
" a top-10 problem!

Transport layer 53



Approaches towards congestion
control

Two broad approaches towards congestion
control:

End-end congestion Network-assisted
control: congestion control:

0 no explicit feedback from " routers provide feedback
network to end systems

" congestion inferred from " single bit indicating
end-system observed congestion (SNA,
loss, delay DECbit, TCP/IP ECN,

* approach taken by TCP ATM)

" explicit rate sender
should send at

Transport layer 54



TCP Congestion Control

* end-end control (no network assistance)

" transmission rate limited by congestion window
Size, congwin, over segments:

send_base nexfseqn um

already usable, not
ack’'ed yet sent
|11} IIIIIIHIIIIHIIIIII ||| ot

L Congw1n

" W segments, each with MSS bytes sent in one
RTT: N
w * MSS

throughput =
gnp RTT Bytes/sec

Transport layer 55



TCP congestion control:

" "probing' for usable * Two ""phases"”

bandwidth: * slow start
" ideally: transmit as " congestion avoidance
fast as possible .

Important variables:

(Congwin as large as
possible) without loss

" Increase Congwin until
loss (congestion)

" loss: decrease

Congwin, then begin
probing (increasing)
again

" congwin
" threshold: defines

threshold between
two slow start phase,
congestion control
phase

Transport layer
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TCP Slowstart

@Host A Host B@
T W
-
(a'd
'

Initialize: Congwin = 1
for (each transmission Wo segments
completed)

Congwin=Congwin*2
until (loss event OR four segments

Coanc\Alin ~ thrachAalAd
s Ul |9VV||| < LIITCOCOINiIJviu

-Slowstart algorithm

\
/

" exponential increase (per
RTT) in window size (not |
so slow!) time

loss event: timeout
and/or or three duplicate
ACKs

Transport layer 57



TCP Congestion Avoidance

-Congestion avoidanee—

[* slowstart is over */
[* Congwin > threshold */
Until (loss event) {

every w segments ACKed:

Congwin++

}
threshold = Congwin/2
Congwin =1

perform slowstart*

Congestion window (in segments)

L T VP T N I o L B e T

threshaold

threshold

[ 1 1 | | |
101112 13 14

[ 1 1 1 1 | | |
012 34 5 6 78

Mumber of transmissions
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AIMD

TCP congestion
avoidance:

* AIMD: additive
increase,
multiplicative
decrease

" increase window by
1 per RTT

" decrease window
by factor of 2 on
loss event

B
PNWhOOO~N®OOG RS

Average

15
transmissions
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TCP Fairness

Fairness goal: if N TCP sessions share same
bottleneck link, each should get 1/N of link
capacity

TCP connection 1

'l ~3
TCP Mttleneck

connection 2 rout_er
capacity R

Transport layer 60



Why is TCP fair?

Two competing sessions:
" Additive increase gives slope of 1, as throughout increases

multiplicative decrease: decreases throughput
proportionally

equal bandwidth share

loss: decrease window by factor of 2
congestion avoidance: additive increase

fonnection 2 throughputxo

onnection 1 throughput R

Transport layer
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TCP latency modeling

Q: How long does it take  Notation, assumptions:

to receive an object * Assume one link between
from a Web server after client and server of rate
sending a request? R
establishment window, W segments

* data transfer delay " 5: MSS (bits)

" O: object size (bits)
" no retransmissions (no
Two cases to considerloss, no corruption)
* WS/R > RTT + S/R: ACK for first segment in

window returns before window’s worth of
data sent

* WS/R < RTT + S/R: wait for ACK after sending
window’s worth of data sent Transport layer 62




TCP latency Modeling

initiate TCF .,

cotmection Wk e

reguest

o ect ol i

oOF

time b

at client

et
— ey

IRTT

SIE

s RTT

[

r

| st ack
tetarts

time
at serer

Walh

Case 1: latency = 2RTT + O/R

initiate TCP
Cotuect on \hl. R
%H_M_m%
Banskml
request P
object " e
H-MM-M_
SIE.
P WEIE,
/”T,-:-"/ lstack
// teturs
I/—
tirne ;
timne
; ¥ ¥
at client at server

Case 2: latency = 2RTT + O/R
+ (K-1)[S/R + RTT - WS/R]

Transport layer 63
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