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Document overview 

Purpose 

This document provides a quick reference guide to staff for Information Security tips, procedures and policies, to 
improve awareness for managing and protecting Information Security across the University.  Information Security is 
continually evolving, so for the latest edition of this document or for more information please refer to Additional 
Resources below. 

 

Security Tips - 

Look out for the padlock icon at the end of each section.  It will link you to the related policy, procedure, 
or resource for information on the topics covered. 

Help & Advice 

Further help and advice is available to staff from the Information Technology Services (ITS) Service Desk, contactable 
by the following channels: 

 ITS Service Desk by telephone: 06-356-9099, extension 82111. 

 ITS AskIT website at: http://AskIT.massey.ac.nz 

Additional Resources 

More information, and the latest version of this document, please visit the ITS Information Security Centre. 

 http://infosec.massey.ac.nz 

Scope 

All members of the University community who access or operate information systems have a role to play in safe 
guarding Information Security.  This is because Information Security is inextricably linked with operational activity 
and human behaviour. 

Audience 

All staff, contractors and affiliates. 

 

 

 

 

 

SECURITY TIP 

 

Not sure of an unfamiliar term or abbreviation used in this document?   

Please refer to Appendix A for Information Security terminology and definitions. 

 

 

http://askit.massey.ac.nz/
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SECURITY TIP 

 

Want the latest electronic copy of this manual or to see more security resources?   

Visit the Information Security Centre on the staff intranet, then click on Security Manual 

http://infosec.massey.ac.nz  

http://infosec.massey.ac.nz/
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1. Introduction 

At Massey University we depend on computer systems and networks in all aspects of our operation, from scheduling 
classes, student enrolment, interactive technology for teaching, infrastructure for research, applications for facilities, 
administration, to HR and finance.  The continued operation of Massey’s information systems depends on the 
appropriate levels of Information Security.  Maintaining this security depends on all staff doing their part. 

 

Top Ten Worst Passwords of 2014 | Source –© SplashData 

While information technology can provide some security controls, our behaviour as users of information systems has 
the largest impact on the confidentiality, integrity and availability of this information.  This document is intended to 
provide all users with basic knowledge to protect Massey University information and assets from misuse, abuse, or 
unauthorised disclosure.  It also provides information on protecting university-owned technology assets including 
the hardware that you use in the office (workstations, computers, servers, networks, etc.), software (operating 
systems, application software, etc.), and institutional data that these allow you to access. 
 
Massey University has requirements it needs to meet under New Zealand legislation.  Organisational policies have 
been developed to support this legislative compliance, as well as the organisation’s strategic objectives.  Information 
Security policies and procedures referenced in this manual are designed to help with this by providing clear guidance 
and practices to all staff.  To enable the University to maintain effective Information Security across all our 
campuses, corporate governance monitors compliance and security activities through internal and external auditing 
and reviews, and using the existing risk management framework. 
 
This manual is set out to provide information on: 

 Roles and responsibilities 

 Common security problems 

 Frequently asked questions 

 Maintaining Information Security 

 Information Security safeguards 

 Security incidents and emergency response 

 Reporting Information Security risks 

 Information Security policies 

 Information Security policy exemption process 

 New IT solutions 

 Terminology and definitions 

http://splashdata.com/press/worst-passwords-of-2014.htm
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2. The Human Factor  

 

Source – Trendmicro.com 
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2.1. Roles & Responsibilities for Information Security 

This manual is intended to help staff and Massey University ICT users (such as contractors and affiliates) to 

understand their role and responsibilities as they relate to Information Security at the University.  Below is a high-

level summary of these responsibilities.   

 

Responsibilities of all staff and contractors: 

 Familiarise and comply with the latest Massey University Information Security policies.  

 Know the basics about Information Security – you are responsible for reporting security incidents (issues) 

and risks (potential issues) when they are detected (refer to section 7 for contact details). 

 Be security aware; act responsibly at all times to ensure institutional data, information, or assets are 

protected and not exposed to loss, damage, or unauthorised use or duplication. 

Responsibilities of Managers, Project Managers, and Service owners: 

 Familiarise and follow Information Security policy requirements, as well as associated risk management 

responsibilities at Massey. 

 Ensure any projects or changes that impact information systems or institutional data;  

o have been reviewed in order to manage any associated risks to Information Security; and 

o for externally accessible information systems, have consulted ITS on what level of penetration or 

application security testing is required prior to implementation. 

 Are accountable for Information Security decisions – Treating, formally accepting, or removing Information 

Security risks under their control. 

 Escalating security concerns to the appropriate management group.  

Responsibilities of ITS: 

 Provides support and guidance on Information Security risks, incidents (issues), and new initiatives. 

 Monitors and reports on current state, threats and new opportunities as it relates to Information Security. 

 Plans, evaluates, implements, maintains and controls the approved Information Security processes and 

technology on behalf of the University. 

Responsibilities of the Information Security Working Group: 

 Ensures Information Security objectives are being managed and communicated to stakeholders. 

 Evaluates, directs, and monitors, Information Security objectives to ensure alignment with the University’s 

tactical requirements. 

 

 

 

 

SECURITY TIP 

 

We are regularly reviewing our Information Security Policies and guidelines.   

For more information, please see: 

https://www.massey.ac.nz/massey/staffroom/policy-guide/policy-guide_home.cfm 
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3. Top Ten Riskiest Practices – Infographic 

 

Source – Trendmicro.com 

3.1. Avoiding common security problems 

3.1.1. Accessing the internet via unsecured wireless networks 

Unsecured wireless networks, once very common at places like coffee shops, can pose a threat to the security of 
your data.  Unsecured wireless networks are less common nowadays, but always try to make sure any websites you 
visit while using a wireless network have HTTPS at the start their address.  This reduces the chances of any 
information (including login ID’s and passwords) of being intercepted. 

It is always recommended that, where possible, you use a device that you know and trust over one that you do not. 
If you need to use a public internet computer such as a kiosk, perhaps ask yourself if you really need to use that 
machine right then and there, or if you might be able to wait and use a more trustworthy computer at a later time.   

3.1.2. Failing to delete unnecessary confidential information 

To ensure that only those who need to have access to information can access it, it is important to do some general 
house -keeping on your computing device regularly.  Once you have finished using the information ensure you do 
not keep a copy of it on your computer so it reduces the risk of it being seen unintentionally. 

If a breach does occur please contact your Manager in the first instance then the ITS Service Desk they can then 
evaluate the risk and determine what actions will need to be taken if there is a high risk to the University. 
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3.1.3. Sharing computer accounts and password 

You are responsible for your own password security. Never share your username and password details with 
someone else. You are responsible for activities associated with your username. If you come across any strange 
activity that appears to related to your username and password— please advise the ITS Service Desk.  A quick 
password reset will minimise any breach, and the ITS Service Desk can engage the security team to investigate for 
you. 

3.1.4. Using the same username and password 

A study by Ofcom, the UK communications watchdog, based on a poll of 1805 adults aged 16 and over discovered 
that 55% of them used the same password for some, if not all the websites they register.  If any of these websites 
are hacked and information is leaked these hackers will access to all of your private and work accounts.  Most of all 
the major internet service providers have now been hacked and exposed accounts and passwords to untrusted 
parties so the threat is real.  This is why we advise you to use a different username and password for each website 
you register with, and do not use your Massey username or password anywhere other than at Massey. 

3.1.5. Using USB drives to store sensitive information 

USB drives are small, low cost, and portable, which makes them the perfect external storage device.  But this 
convenience factor can also pose a serious threat to information confidentiality, integrity, and availability of the data 
being stored.  For this reason don’t store sensitive or confidential information on such a device, due to the fact there 
is a higher chance of the USB drive being lost or stolen easily from desks; bags; pockets etc.  By using a USB drive you 
also need to be aware of the risk of Viruses and Malware that can the shared very easily by plugging USB drives into 
multiple devices. 

3.1.6. Leaving mobile devices unattended 

Always keep your mobile devices in a secure place, especially when not in use.   Ensure that your phone has a 
passcode so in the unlikely event your phone is stolen or lost no one can access your data.  If you lose your phone, 
contact the ITS Service Desk for advice.    For information on mobile phones: 
http://www.massey.ac.nz/massey/staffroom/national-shared-services/information-technology-

services/help/faqs/phones/mobile-phones-faqs.cfm   

3.1.7. Failing to notify of loss of confidential data 

It can be a normal human reaction to want to hide mistakes to avoid embarrassment, but you could compromise 
yourself more if you do not act as soon as you are aware of a loss of confidential information.  If there is a loss please 
advise your manager or the ITS Service Desk as soon as possible, the speed at which it can be handled and 
responded could help reduce the impact and risk to University.   

3.1.8. Failing to protect privacy when working remotely 

Virtual Private Network (VPN) allows you to connect to Massey remotely and work from anywhere in the world as 
though you were in your office. Working from home you should apply the same rules as working in the office and 
ensure you are protecting any sensitive or confidential information.  This includes physical information such as hard 
copies, forms, and contracts.  Ensure that your computer system and applications are up to date with virus 
protection software and security patches and make sure you do not login onto websites with the same username 
and password as your Massey staff username and password. 
 
If you working on a mobile device when in transit, such as on a flight, train or on a public bus, always ensure that the 
screen is not visible to people beside or behind you, especially when logging into the device.  If you’re working on 
sensitive information or documents, wait until you are somewhere more private. 

http://www.massey.ac.nz/massey/staffroom/national-shared-services/information-technology-services/help/faqs/phones/mobile-phones-faqs.cfm
http://www.massey.ac.nz/massey/staffroom/national-shared-services/information-technology-services/help/faqs/phones/mobile-phones-faqs.cfm
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3.1.9. Carrying unnecessary sensitive information when travelling 

Laptops and mobile devices are easy targets to be stolen in airports, train stations, hotel lobbies.  Carrying 
unnecessary sensitive information when travelling could put you at serious risk.    Before you leave for any trips, 
delete any information on your laptop and mobile devices that is not needed.  

3.1.10. Using personally owned devices for work 

Massey University does allow the use of personally owned mobile devices for work, but they may need to meet a 
certain criteria before they can gain access to some more sensitive network resources.  Personally owned devices do 
not get full access to Massey network, but will be given access to limited key functions such as the internet and 
email. 

3.1.11. Viruses and Malware 

A computer virus is a computer program that replicates itself and can spread from one computer to another 
computer.  Malware is a term which is short for 'malicious software'. It is a piece of software that helps hackers 
disrupt computer service, gather sensitive information or to gain unauthorised access to a computer system which 
can cause nuisance or harm to a computer system's data or performance.  To protect yourself from Viruses and 
Malware ensure your anti-virus software is running, if you do get a virus the ITS Service Desk will be able to provide 
you with the necessary advice and steps to take for disinfecting your computer. 

3.1.12. Social engineering exploits 

There are many types of social engineering exploits but the ones most common to Massey are phishing and 
unsolicited email/phone calls. Phishing email is a message which attempts to gain personal information, such as 
usernames, passwords or credit card information, to aid things such as identity theft. Fake/scam phone calls 
pretending to be from Microsoft, Symantec or any other large or recognisable organisations, attempt to gain access 
to your machine, accounts, or your personal identifiable information.  Always be vigilant when working with email. If 
something doesn't seem right, or you receive an email which you weren't expecting, particularly when asking for 
private information, you are safest to delete the message.  ITS will NEVER ask you to supply your password. 

3.1.13. Copyright infringement 

In April 2011 the New Zealand Government passed the Copyright (Infringing File Sharing) Amendment Act 2011.  This 
act amends the Copyright Act 1994 to provide owners (Rights holders) of copyrighted works such as movies, TV 
shows and music with a quicker and easier way to penalise people infringing their copyright from illegal downloading 
using file sharing applications such as Peer To Peer.  Internet logs are reviewed at Massey on a daily basis. Any illegal 
downloading will result in disciplinary action. It is important that you understand the copyright law and Massey's 
internet usage policies.   

3.1.14. Inadequate security planning on business changes 

Security can often be overlooked when planning for any business changes, but security depends on all staff doing 
their part. ITS IT Security encourages that an IT Security Risk Assessment is done early so there is consideration on 
the potential business risks.  If you would like any assistance or advice with security planning or guidance, please 
contact the ITS Service Desk. 

3.1.15. Failure to classify sensitive or confidential information 

Massey relies on all staff and contractors to comply with the Massey University security policies, and to ensure that  
sensitive and confidential information is classified and stored in an appropriate manner. Information containing 
personally identifiable information about people such as birth dates, sex, race, religion, contact details, needs to be 
handled as confidential.  The same applies for financial and commercially sensitive information.  If you’re unsure, 
please discuss with your manager.  
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4. Frequently Asked Questions 

What is Information Security? 

Information Security is a discipline concerned with ensuring the confidentiality, integrity, and availability of 

information. The goal of the Information Security programme within Massey University is to protect information 

against disclosure to unauthorized users (confidentiality), improper modification, corruption or destruction (integrity), 

and to ensure access to the information when required (availability). 

While a large proportion of information is handled electronically, Information Security is about all information in its 

various forms. It can be verbal (people), paper, or digital, and it needs to be protected throughout its lifecycle—while 

in motion, storage, and eventual destruction. 

 

Why is Information Security important? 

Information is the essential foundation for how decisions are made on a daily basis. If the information cannot be 

relied on to be accurate, or accessed when needed, then those decisions can be costly or damaging to an individual or 

the institution.  If sensitive information is not protected appropriately then individuals without authority to make 

decisions can also use this to cause undue harm. For example, a hacker could use private information about staff or 

students to commit identify theft. 

 

Who is responsible for Information Security at Massey? 

Students, faculty, staff, anyone who uses the Massey University network and resources has responsibility for ensuring 

the information they come into contact with is handled appropriately and within the controls established to protect 

it.  

More information about Information Security roles and responsibilities can be found in section 3 of this document. 

 

4.1. Who do I contact if… 

My computer or phone is lost or stolen?  

My computer is having technical problems?  

My computer might be infected or virus/Sophos says I have a virus?  

I’m getting lots of spam?   

I accidentally clicked on a link in a spam email?  

I need to modify a firewall rule?  

I want to get my computer on the Massey network?  

I have questions about information privacy?  

I have general computer security questions?  

}
  

 
Contact the ITS Service Desk 

Telephone 06-356-9099, ext. 82111 

4.2. How do I… 

Get firewalls modified/change a firewall rule? – Send a request to the ITS Service Desk with as much technical detail 

as you can.  An IT Security Engineer will review your request and discuss it with you. 

Send really big files to people? – refer to: http://www.massey.ac.nz/massey/staffroom/national-shared-

services/information-technology-services/help/faqs/email/general-email/en/sending-large-emails.cfm 

Back up my computer? – refer to: http://www.massey.ac.nz/massey/staffroom/national-shared-services/information-

technology-services/network/laptop-backup-service.cfm 
Connect to Massey with my home computer?  – refer to: http://www.massey.ac.nz/massey/staffroom/national-

shared-services/information-technology-services/help/faqs/remote-access-and-vpn/remoting_home.cfm 

http://www.massey.ac.nz/massey/staffroom/national-shared-services/information-technology-services/help/faqs/email/general-email/en/sending-large-emails.cfm
http://www.massey.ac.nz/massey/staffroom/national-shared-services/information-technology-services/help/faqs/email/general-email/en/sending-large-emails.cfm
http://www.massey.ac.nz/massey/staffroom/national-shared-services/information-technology-services/network/laptop-backup-service.cfm
http://www.massey.ac.nz/massey/staffroom/national-shared-services/information-technology-services/network/laptop-backup-service.cfm
http://www.massey.ac.nz/massey/staffroom/national-shared-services/information-technology-services/help/faqs/remote-access-and-vpn/remoting_home.cfm
http://www.massey.ac.nz/massey/staffroom/national-shared-services/information-technology-services/help/faqs/remote-access-and-vpn/remoting_home.cfm
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4.3. Where can I find… 

An electronic copy of this manual? - refer to: http://infosec.massey.ac.nz   

 

Massey University’s official computing policies? - refer to: https://www.massey.ac.nz/massey/staffroom/policy-

guide/information-technology-services/information-technology-services_home.cfm  

 

Massey University’s Security Incident Response Plan? - refer to: 

http://www.massey.ac.nz/massey/fms/ITS/Documents/Security/Information_Security_Incident_Response_Plan.pdf  
 

4.4. What is… 

Phishing? - a type of scam where an email message appears to be from a legitimate source, and requests personal 

information which can then be used for fraudulent purposes including identity theft.  Sometimes they include links to 

log in screens that look legitimate in order to capture credentials. 

 

Massey’s Password policy? – Passwords expire on a regular basis to protect the University’s information systems 

from unauthorised access. Passwords need to be at least 7 characters and contain at least 2 numbers, punctuation, 

or special characters.  Passwords must not contain obvious word or number combinations.  For more information on 

this refer to the User Code and Password Policy. 

 

4.5. Can I… 

Share copyright material across the internet? – No, this is a breach of the Internet Use and Digital Communications 

Policy.  Please contact the ITS Service Desk if you have a specific file-sharing business need for more information and 

advice. 

 

Bring my own device from home and plug it into the Massey network? -  Yes, although access to sensitive areas of 

the University network is strictly controlled.   

 Staff who bring wireless (WiFi) capable devices can connect these to the “MUStaffPrivateEquipment” when 

on campus.  On joining this network for the first time, you will be required to enter your Massey staff user 

code and password. 

 The internet and Massey’s email and calendaring services are accessible from most personal devices. 

 If you have a valid business reason for wanting to connect your home device to the Massey University 

internal network, you can request the device to become authorised by contacting the ITS Service Desk, who 

will perform an IT Security assessment. 

 

 

SECURITY TIP 

 

Haven’t found what you’re looking for? Contact the ITS Service Desk for help. 

Phone the ITS Service Desk on: 06-356-9099, ext. 82111 

Or via the web at: https://AskIT.massey.ac.nz  

http://infosec.massey.ac.nz/
https://www.massey.ac.nz/massey/staffroom/policy-guide/information-technology-services/information-technology-services_home.cfm
https://www.massey.ac.nz/massey/staffroom/policy-guide/information-technology-services/information-technology-services_home.cfm
http://www.massey.ac.nz/massey/fms/ITS/Documents/Security/Information_Security_Incident_Response_Plan.pdf
https://askit.massey.ac.nz/
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5. Maintaining Information Security 

5.1. Physical Safeguards  

 

Source – SecurityInnovation.com 
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5.2. Electronic Systems Safeguards 

Stay watchful 
and speak up!

Have a contingency 
plan

When in doubt…
throw it out

Lock it when not in 
use

Keep a clean 
machine

Safeguard your 
login credentials

Always physically 
safeguard your 

computer/device

Follow Massey’s 
Policies and 

comply with the 
law.

“All members of the University 
community who access or operate 
information systems have a role to 
play in safe guarding information 

security.”

Device unattended? 
Lock it away, and keep track of 
mobile devices when travelling. 

Use unique passwords 
for each of your accounts that can’t 
be guessed. Change these regularly 

and never share them.

Disregard links in emails and online 
ads that seem suspicious. Even if you 

know the source.

Make sure mobile devices and 
workstations lock when idle, and 

require you to log back in.

Keep software up to date and
 don’t circumvent protective 

software.  Delete unnecessary 
sensitive information stored locally.

Speak out as soon as you
notice unusual activity with your 
programs or devices.  Notify your 
Manager or the ITS Service Desk 

immediately.

When working remotely always 
make sure critical data or work is 

backed up.
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6. Reporting Information Security Incidents  

At times security incidents do occur, and the speed at which they can be responded to, and isolated, is critical in 

reducing the impact.   If you detect an issue around Information Security then please report it to the following 

channels: 

Type: Examples: Initial contact: 

Physical Unsecure/unattended private information in hard copy form, 

including their loss or theft. Suspected physical copyright or 

intellectual property rights infringement. 

Your manager (or the 

information owner) 

Electronic Virus, phishing email, service outage, evidence of unauthorised 

system access or modification.  Suspected information system 

security breach.  Threats made to Information Security. 

ITS Service Desk 

Theft or loss  Theft or loss of an IT asset or mobile device, or electronic 

information.  Electronic copyright or intellectual property rights 

infringement.  Data loss or corruption, or exposure of security 

credentials or private/confidential information. 

ITS Service Desk, and then 

your manager. 

Service Outage Non-availability of an IT service, or inability to logon to a Service. ITS Service Desk 

Educational Institutions Rank Second Worst for Information Security Breaches 

 

Security Incidents by Industry | Source – Privacyriskadvisors.com 
 

SECURITY TIP 

 

For the latest version of the Information Security Incident Response Plan go to:  

http://infosec.massey.ac.nz/incident-response-plan 

 

http://infosec.massey.ac.nz/incident-response-plan
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7. Reporting Information Security risks 

What’s the difference between a risk and an incident? 

A risk is a potential issue that hasn’t occurred yet, and can be planned against. An incident has occurred, and needs 

to be remedied.  If you have detected an event that has occurred, please refer to the previous section– Reporting 

Information Security incidents.  

 

Managing Information Security Risks at Massey 

Information Security management is aligned to the Massey University risk management framework, and follows 

team reporting lines and line management responsibility.  If you detect or observe a potential risk to Information 

Security please refer to the Risk Management Framework titled “Risk Management @ Massey University” on the 

Massey intranet, or discuss the matter with your manager. 

 
Qualitative Risk Analysis Matrix | Source – Massey University Risk Management Framework 

If you would like advice on any Information Security risks you may have identified, please contact the ITS Service 

Desk with the details. 

SECURITY TIP 

 

For the latest version of the Massey University Risk Management Framework, click on the link below:  

RISK MANAGEMENT FRAMEWORK  

http://dms3.massey.ac.nz/content/EDRMS/POLICYGUIDE/POLICYGUIDEDOCS/000000189597/__file__/000000189597.pdf
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8. Information Security Policy Guide 

Policy Name Purpose Coverage 

Active Directory Policy To ensure that only properly registered and configured ICT 

equipment is able to join the Massey University domain. 

All Massey University 

Computer users. 

Data Management 

Policy 

To ensure that data management responsibilities and 

principles apply to the management, security and use of 

Massey University’s corporate data assets. 

All Massey staff and its 

affiliated organisations. 

Data Network Policy To protect Massey University’s wired and wireless network 

infrastructure from uncontrolled or unauthorised access. 

All users of ICT at Massey 

University. 

Internet Use & Digital 

Communications Policy 

To define protocols and expectations for Massey University 

staff, students and affiliates regarding appropriate internet 

use and digital communications. 

All internet and network 

users at Massey 

University. 

Peer to Peer Policy Prohibits the use of peer-to-peer (P2P) applications that 

allow copyright infringement or the illegal sharing of 

copyrighted files. 

All users of the internet at 

Massey University 

including staff, students, 

visitors, contractors and 

affiliates 

Telecommunications 

Policy 

Describe the provision and use of Telecommunications 

Equipment and Services at Massey University. 

All users of 

telecommunications 

equipment and services 

within the University 

Use and Access To 

Information Technology 

Systems Policy 

To define protocols and expectations for Massey University 

staff, students and affiliates regarding appropriate internet 

use and digital communications. 

All internet and network 

users at Massey 

University. 

User Code and 

Password Policy 

To protect Massey University’s network infrastructure and 

information systems from uncontrolled or unauthorised 

access. 

All users of ICT at Massey 

University. 

 

 

 

 

 

 

SECURITY TIP 

 

For the latest version of the Information Security Policy, please refer to the Massey University Policy 

Guide: https://www.massey.ac.nz/massey/staffroom/policy-guide/policy-guide_home.cfm 

https://www.massey.ac.nz/massey/staffroom/policy-guide/policy-guide_home.cfm
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9. Information Security – Managing Non-Compliance 

Information Security is focused on reducing risk for the University, but at the same time needs to be agile enough to 

achieve business outcomes to remain competitive and innovative.  If there is a business initiative that has a security 

constraint that appears to be preventing it, then staff should contact the ITS Service Desk for initial advice.     

Risks for managing non-compliance are assessed and managed using the Massey University Risk Management 

framework.  The ITS Security Team will perform the initial risk assessment with you, and advise which management 

or governing body needs to approve any risk or compliance deviation based on that assessment. 

The approving body will advise their decision, along with any prerequisites for approval (such as formal acceptance 

of the risk, or any treatment actions required to reduce the impact or likelihood of the risk occurring). 

Business Unit / Department

ITS

Low Risk
Authorisations

High Risk
Authorisations

Medium Risk
Authorisations

Senior Leadership 
Team (SLT)

InfoSec 
Management 

Board 

InfoSec 
Operations Team 

Advise
(Residual risk)

Implement 
Outcome

Risk Management

Select preferred 
treatment option

Risk Assessment
Options & Advice

ITS Security Team
Risk Review

ITS 
Service Desk

Non-compliance 
Risk/Issue

Risk Management

Issue or 
Opportunity

Massey University - Information Security 
Managing Non-compliance 

University
Council

Extreme Risk
Authorisations

Request 
approval 

for 
non-compliance

M

H

E

L
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For the latest version of the Information Security Policy, please refer to the Massey University Policy 

Guide: https://www.massey.ac.nz/massey/staffroom/policy-guide/policy-guide_home.cfm 

https://www.massey.ac.nz/massey/staffroom/policy-guide/policy-guide_home.cfm


INFORMATION SECURITY MANUAL 

 
 

 

Page | 18 Massey University Information Technology Services - November 2015 Edition  

 

10. Planning a new Business IT Solution? 

REQUIREMENT ASSESSMENT BUILD TEST IMPLEMENT ASSURE

NEW SOLUTIONS

DESIGN

 

Typical high-level stages for IT Projects 

 Perform an IT Security Risk Assessment early on. 

All new Information Technology solutions require a risk assessment to be done before they are implemented, to 

identify the associated business risk.  For example, if a solution is accessible over the internet and will store 

sensitive information then there needs to be adequate security controls to prevent unauthorised access.  

Likewise if a solution handles credit card transactions, then a whole new level of Information Security standards 

(known as PCI-DSS) need to be factored into the design, implementation, and assurance steps.    

ITS offer IT Security consultancy reviews to help you assess the actual business risk, and make sure that effective 

controls are in place, and what level of testing is recommended before implementation.   

 What is Security Assurance, and is it required? 

The term “assurance” in the context of Information Security include the tasks used to test and guarantee that 

the confidentiality, integrity and availability of information systems are adequate and provide on-going due 

diligence.  Testing prior to implementation is important, so data isn’t leaked and adjustments can be made if 

necessary.  Regular testing after implementation is important as security threats change over time. 

As you’d imagine, the University stores and manages a wide variety of information and data.  While much of it is 

publically available, other areas contain commercially sensitive research data or private information about staff, 

students, affiliates, or customers.  Many of our IT systems are also business critical and their on-going operation 

is paramount in maintaining our modern University and protecting our reputation.  All of these factors are 

considered when assessing the frequency and amount of security assurance required. 

The amount of security assurance is based on the risk and value of such systems to the University.  Low risk/low 

business critical IT systems may only require internal assessments to be performed, while medium or high 

risk/critical IT systems will require external/third-party penetration testing to be done as part of implementation 

testing (before go-live), and then up to annually, requiring appropriate investment. 

Information and guidance on this, as well advice on suitable third-party security vendors who can perform 

security assurance services, are provided as part of ITS security consultancy service. 

  SECURITY TIP 

 

ITS Provides IT Security Architecture advice and guidance, as well as information on integration 

requirements and standards to assist you with new solutions, testing, and assurance. 

Contact the ITS Security Team, via the ITS Service Desk for more information. 
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Appendix A – Information Security Terms and Definitions 

Term Definition 

Availability Availability is a component of information assurance that focuses upon providing immediate access to 
mission critical data when it is needed for decision making. It would, otherwise, negatively influence 
the organisation’s productivity. 

Business Process 
Owners 

Refers to a senior manager within Massey that has accountability for a business process, or decisions 
relating to business processes.  This role is important for security awareness issues, as decisions made 
around business process could potentially impact Information Security so need to be evaluated. 

Confidentiality Confidentiality refers to the condition under which all computer information, software and hardware 
associated with a networked information infrastructure remains private. 

Cyber Security Cyber security refers to the methods and procedures that individuals or businesses follow to provide 
for information assurance. Its goals are to protect the confidentiality, integrity and availability of vital 
information resources. 

Endpoint Device An electronic device connected to the IT infrastructure that generates or terminates an electronic 
information stream.  These could be computers, servers, tablets, mobile devices, or any similar 
network enabled device. 

Firewall A security application running on a device designed to protect and control network traffic to and from 
the device. 

ICT Or Information Communications and Technology, is an umbrella term that includes any 
communication device or application, encompassing computers, cellular phones, computer networks, 
hardware and software, and so on, as well as the various information technology services and 
applications. 

Information Assets Institutional data and related systems that store, process, or transmit such data. 

Information Security 
(InfoSec) 

Is a term that directly relates to providing for the confidentiality, integrity and availability of all digital 
resources in an organisation. 

Information Security 
Working Group 

Also known as the Information Security Management Working Group, this is a management team that 
meet regularly (typically monthly) with a focus on current Information Security issues, opportunities, 
or activities that face the University.  This group is chaired by the Chief Information Officer (CIO), and 
includes the ITS Executive, University Director of Risk, and key staff from across Professional Services 
teams at the University. 

Information Systems 
Users 

Refers to all staff, students, academia, research groups and third-parties who use Massey’s 
information systems, IT assets, and infrastructure.  These groups need to be aware of Information 
Security policies and procedures and their responsibilities around Information Security. 

Integrity Integrity is the component of information assurance that relates to the validity and reliability of all of 
the information assets. The word itself directly relates to the accuracy of the data records used for 
processing and decision making as well as the adherence to a process that guarantees the precision of 
the data. 

ISO/IEC 27000 ISO/ IEC 27000 (affiliated with Information Security Management Systems) refers to the latest iteration 
of the International Standards Organisation’s efforts to specify a comprehensive set of security 
practices. The standards have controls and objectives and introduce PDCA (Plan-Do-Check-Act) 
methodology.  

ISO/IEC 27014 ISO/IEC 27014 is the latest iteration of the International Standards Organisation’s efforts to ratify an 
effective governance technique to oversee Information Security in a modern organisation, and align 
with existing risk, IT, and corporate governance structures.   

IT Services The application of business and technical expertise to enable organisations in the creation, 
management and optimisation of or access to information and business processes. 

Lightweight Directory 
and Access Protocol 
(LDAP) 

It is a standard technology for network directories. Network directories are specialised databases that 
store information about devices, applications, people and other aspects of a computer network. It is a 
network protocol, with support for encryption that is used to access a hierarchical directory of 
information on a directory server. 

Malware Programming code, scripts, active content, and other software designed to disrupt, collect private 
information, or gain unauthorised access to system resources. 

Mobile Device Portable technology such as laptops, tablet computers (e.g. iPads), personal digital assistants, mobile 
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phones (e.g. smart phones, iPhones), Smart devices (e.g. smart watches), and portable storage (e.g. 
USB drives, recordable DVDs). 

PCI-DSS Means Payment Card Industry - Data Security Standard, which is a proprietary Information Security 
standard for organisations that handle branded credit cards from the major card schemes.  The current 
latest iteration of the standard is version 3.1.  It is a mandatory standard required to protect consumer 
credit card information, and failure to comply can lead to hefty fines, litigation from banks, or 
suspension of credit card transaction facilities. 

Peer to Peer (P2P) 
Application 

Software running on a device (peer) that provides communications and file sharing capability to other 
devices (peers). This software is normally downloaded from the internet and includes (but not limited 
to) applications such as Gnutella, Limewire, Azureus, Kazaa, Morpheus, BitTorrent and Edonkey. 

Phishing A type of “social engineering” scam where an email message appears to be from a legitimate source, 
and requests personal information which can then be used for fraudulent purposes including identity 
theft.  Sometimes they include links to a website to log in to mirror a legitimate site’s appearance, in 
order to capture credentials. 

Project Boards A Massey University project steering group that is managing a change to an existing or new 
information system.  This group needs to be aware of Information Security implications, and how they 
engage with Information Security management at the appropriate level.  

Risk Management 
Office 

Refers to the Massey University Risk Management Office. 

Security Assurance The tasks used to test and guarantee that the confidentiality, integrity and availability of information 
systems are adequate, and are providing on-going due diligence. 

Service Owner 
 

Refers to the business owner of a particular IT Service.     This is usually a senior manager and financial 
sponsor of an information system who has a level of accountability and/or responsibility around 
decision making as it applies to a particular information system.  This reflects the line management 
and delegated responsibility applied to a role by the University. 

Social Engineering A phrase that describes an attack vector designed to take advantage of the naiveté of computer users 
or deceives people into thinking a request for service or information is legitimate. Criminals, for 
example, could telephone an employee and represent themselves as being from the computer staff 
and attempt to gain confidential information. Misinformation, deceit and manipulation of the target 
business are the trademarks. The technique is simply fraudulent. 

Stakeholders Any person or organisation that can affect, be affected by, or perceive themselves to be affected by an 
activity of the organisation.  A decision maker can also be a stakeholder. 

Teleworker Refers to staff, contractors, volunteers, or affiliates who work from home, in transit, or away from the 
office using Massey University information and information communication and technology (ICT) tools.   

Third-Party  Refers to outsourced service providers, contractors, suppliers, agents, vendors or partner 
organisations that have access to, administer, or operate Massey University institutional data or 
information systems.   

User Code A unique network login or user identifier assigned to an individual (user), also referred  
to as User ID or network logon.   

VPN Or Virtual Private Network, is a secure and encrypted connection between a remote client device and 
the internal Massey network.  It acts to secure data transmitted over a typically  insecure network 
(such as the internet) to a corporate (private) network. 

WiFi (or Wi-Fi) Or Wireless network, allows mobile or portable devices to connect to a network (such as the internet) 
using radio frequency (RF) technology.   
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