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computing power requirements for [oT devices are getting higher and higher. Recently,
edge computing is an effective way to reduce system delay, and blockchain solves the secu-
rity problem of edge computing. In this paper, a three-layer network model, named
blockchain-based mobile edge computing system (BMEC), is proposed for clone block iden-

Keywords: . tification. Specifically, a neural network based clone block identification (NCBI) method is
Edge computing . . . .

Blockchain proposed to prevent clone block attacks. After that, the Prim algorithm is applied to BMEC
Clone blocks to generate a weighted undirected graph minimum spanning tree that is composed of edge
Neural networks blocks. This can divide a main chain into several side chains to improve the transaction
Sharing speed of blockchain. Finally, the blockchain is constructed based on the time slicing

round-robin scheduling algorithm to control resources from edge servers and regulate edge
devices’ activities based on the predefined rules of priority, application type, and past
behavior. Experimental results show that our clone block identification method can
achieve block validation effectively in BMEC, and our construction of blockchain delay is
lower than conventional edge computing methods.

© 2021 Elsevier Inc. All rights reserved.

1. Introduction

The Internet of Things (IoT) devices collect data and deliver the data to users, who use the data for analysis and decision
making. However, in the context of the growing popularity of the IoT, some applications need lower latency, such as self-
driving cars, and it is becoming more and more important to shift computing power closer to the edge of the network to
reduce costs [18]. Edge computing is based on the services and applications of the edge server between the user layer
and the cloud data center. It is a distributed platform integrating network, computing, storage and application processing
capabilities. It provides data resource services for users at the edge of the network near the IoT devices or data sources [32].

When a cloud server storage and computing burden is too heavy, and the network transmission bandwidth pressure is
too heavy, edge computing, as a medium of IoT devices and cloud computing, becomes useful and necessary, since edge com-
puting can process local data faster than cloud computing in near real-time. Thus, edge computing can effectively reduce
system delay [25]. Edge computing extends cloud computing service resources to the edge of the network, and solves the
problems of poor cloud computing mobility, weak geographic information awareness, and high cloud computing latency

* Corresponding author.
E-mail address: shdwjh@163.com (J. Wu).

https://doi.org/10.1016/j.ins.2021.01.050
0020-0255/© 2021 Elsevier Inc. All rights reserved.


http://crossmark.crossref.org/dialog/?doi=10.1016/j.ins.2021.01.050&domain=pdf
https://doi.org/10.1016/j.ins.2021.01.050
mailto:shdwjh@163.com
https://doi.org/10.1016/j.ins.2021.01.050
http://www.sciencedirect.com/science/journal/00200255
http://www.elsevier.com/locate/ins

G. Li, X. Ren, J. Wu et al. Information Sciences 561 (2021) 70-80

[34]. At the same time, edge computing distributes computing tasks to multiple nodes, and each node has the ability to make
independent judgments and decisions [28]. When one node is destroyed, other nodes will not be greatly affected, thereby
improving the system’s ability to resist risks [19].

Blockchain is a distributed architecture with the characteristics of decentralization, transparency and openness, and can-
not be tampered with. It is also the basic technology of Bitcoin. Usually, string data can be added to a blockchain through
encryption [12]. Under the trust mechanism based on credit identification, authoritative third-party organizations (such
as banks) support traditional social trust [11]. Therefore, without a third-party central node, it is difficult to directly establish
trust between two strange entities.

Blockchain can solve the problem of trust establishment among distributed system through distributed node verification
and consensus mechanisms [27]. Specifically, the distributed architecture of a blockchain is consistent with the distributed
architecture of the IoT [31]. Building a blockchain into the IoT can complete value transfer while transmitting information.
The architecture of blockchain has realized a major transformation from “Information Internet” to “Value Internet” [4].

In this paper, we integrate the concept of blockchain used in cryptocurrency into our three-tier system architecture (in-
cluding a IoT device layer, an edge server layer, and a cloud computing network layer) for edge computing. After successful
implementation, the proposed system can make full use of the computing and storage resources of all participants, thereby
improving system efficiency and scalability. However, due to the slow transaction speed in the blockchain, there is a large
delay in the edge computing system based on the blockchain, and the block is connected to the node, making the nodes in
the BMEC face a series of security challenges, such as clone block attack.

In order to reduce the delay of BMEC and ensure the security of blockchain nodes, this paper will solve the following three
problems through the proposed three-tier network architecture:

(i) In the IoT device layer, since IoT devices are in danger of being cloned when they are stored in blocks, how to identify
clone blocks is the first problem to be solved.
(ii) In the edge server layer, how to divide the blockchain network of this layer to improve the transaction speed is the
second problem to be solved.
(iii) In the cloud computing network layer, since this layer needs to process a large amount of block data, how to achieve
load balancing and reduce the generation delay of the blockchain is the last problem to be solved.

This paper aims to (i) optimize the construction method of blockchain at the central level of cloud computing networks,
(ii) topologize the blockchain network at the edge server layer, and (iii) resist clone block attacks at the IoT device layer. To
achieve this, this paper proposes a mobile edge computing system based on blockchain. Specifically, a neural network based
clone block identification (NCBI) method is proposed to identify clone blocks. For multiple blockchain generation, we use the
time slicing round-robin scheduling algorithm [23] to determine the next generated block, and allocate multiple block tasks
to different resource pools to achieve efficient construction of the blockchain. The main contributions are summarized as
follows:

(i) In the IoT device layer, the NCBI method is proposed to identify whether the unknown block is a clone block.
(ii) In the edge server layer, we use the Prim algorithm [7] to divide the blockchain network. It improves the transaction
throughput of the blockchain.
(iii) In the cloud computing layer, we use the time slicing round-robin scheduling algorithm [23] to generate the
blockchain.

The rest of this paper is organized as follows. We discuss the related work in Section 2. We describe the proposed system
model in Section 3. In Section 4, we provide a safe and efficient way to build a mobile edge computing system based on
blockchain. Section 5 is our experimental simulation results and analysis. Finally, the conclusion is summarized in Section 6.

2. Related work

The performance bottleneck of the limited resources of the blockchain makes it difficult to apply blockchain technology to
large-scale IoT terminal devices. Edge computing provides a convenient, low-latency, and distributed computing offloading
platform for mobile devices with limited resources. Some work combined blockchain and IoT to solve this problem.

To build a security architecture system for the edge blockchain, Xiong et al. [24] proposed a prototype of mobile edge
computing enabled blockchain systems. Gai et al. [9] proposed a blockchain-edge scheme that utilizes dynamic program-
ming to produce optimal solutions to selecting global transaction paths. Ma et al. [13] proposed a configurable scheme block-
chain architecture protocol based on BlockTDM (Blockchain-based trusted data management scheme), in which a flexible
and configurable blockchain architecture was proposed, including mutual authentication protocols, flexible consensus and
smart contract, block and transaction data management, blockchain nodes management and deployment. Pan et al. [14]
defined edge chains and proposed an edge IoT system based on blockchain and smart contract. To improve the speed of data
processing in edge devices, Zhang et al. [30] proposed a k*Tree classification method to accelerate the test stage and improve
the speed of data processing by storing the information of the training sample in the leaf node of a k-tree. However, these
works were based on edge computing systems, while neglected the security of data block itself.
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Later, hash functions were introduced for ensuring the security of blockchains. Qi et al. [15] extended the traditional
Locality-Sensitive Hashing (LSH) function to incorporate the time factor. Then they also proposed a time-aware and
privacy-preserving service recommendation approach based on LSH. Wang et al. [22] proposed a method that can diversify
recommendation lists named DivRec_LSH based on historical usage records and LSH. Zhong et al. [33] proposed a multi-
dimensional quality-driven service recommendation method with privacy protection in the mobile edge environment. These
works were optimized on hash functions to ensure the reliability of the blockchain itself. In addition, Song [16] proposed a
detection algorithm for malicious nodes based on reliable metrics (RDICS) to identify malicious nodes and reduced the fusion
weights of these malicious nodes, thus weakening their contribution to the final decision. However, when the end-users
store data to the blocks, the data blocks may receive the attack of clone blocks, resulting in block data disclosure.

Recently, artificial neural networks became a research hotspot, which provided a new idea to study the identification of
clone blocks. Wang et al. [21,20] proposed stochastic configuration algorithms, and generated a stochastic configuration net-
work learning model to integrate heterogeneous features for large-scale data analysis. Zhang et al. [29] proposed a neural
network model, which extended the dimension of connection weights from one to multiple. Wang et al. [5] proposed a sur-
vey on an emerging area: deep learning for smart city data. The above work demonstrated that artificial neural networks
have been widely used in big data processing and IoT applications. Inspired by the above, this paper aims to explore the
use of artificial neural networks with blockchain to ensure block data security in the process of identifying clone blocks.

In recent years, the application of blockchain for IoT is another research hotspot. Gai et al. [10] proposed an edge internet
(BloE) model based on blockchain, which used the characteristics of blockchain to solve the problem of task allocation in
edge computing, and prevented blocks from being attacked maliciously by differential privacy technology. Fu et al. [8] pro-
posed an optimal power and resource allocation scheme to meet the demands of the computational costs for blockchain-
based IoT devices. Sharma et al. [17] proposed an edge node scheme using a multi-layer blockchain, applying edge block
technology as a carrier the allocation of resources to use devices. Xu et al. [26] proposed a two-stage offloading optimization
strategy for jointly optimizing offloading utilities and privacy in edge computing enabled IoT for edge computing resource
offloading. Pietro et al. [6] considered and analyzed a new resource scheduling scheme for edge blocks implemented by
blockchain network nodes, which periodically updated and aggregated blockchain data and further reduced the communi-
cation costs of connected IoT devices.

To solve the block joining problem of blockchain systems, the hyperledger fabric [2] in the prior art adopted a multi-party
permission method. When most of blocks in the blockchain system are reviewed and approved, the requested block was
added to the block Chain’s permission list. The proof-of-authority method [3] used a multi-party request method. After most
nodes in the blockchain system had submitted a request to join, the requesting node was added to the permission list of the
blockchain. The above two works used community-based methods to verify from the administrators of other nodes. The
addition of the block was not completed until the majority of people approved the request block. However, these methods
ignored the waiting time of multiple other request blocks in the queue.

To solve the above problem, this paper proposes a three-tier system, named blockchain-based mobile edge computing
(BMEC) system, which contains an IoT device layer, an edge server layer, and a cloud computing network layer. In BMEC,
clone blocks can be identified efficiently in the IoT device layer, and the blockchain transaction is realized in the edge server
layer. Thus, BMEC reduces the technical threshold and cost of the system. Further, we propose a neural network based clone
block identification (NCBI) method to prevent clone block attacks. Then we applied the Prim algorithm [7] to generate a
weighted undirected graph minimum spanning tree that is composed of edge blocks. In addition, the time slicing round-
robin scheduling algorithm [23] is used to ensure that each requested block in the queue can be executed and authenticated
fairly within a limited time.

3. The proposed BMEC system

In this section, we discuss some key considerations for BMEC design. Fig. 1 shows the overall architecture of BMEC, which
consists of mobile terminal devices, edge servers, cloud servers, and blockchain. Specifically, each mobile terminal device in
the IoT device layer is constructed as a block with smart contracts. BMEC creates a blockchain account and manages these
devices from the background. The interconnected edge servers in the edge network layer are defined as specific blockchains
on the edge layer and are responsible for monitoring the transactions in BMEC. New blocks will be added when blockchain
transactions. The interconnected cloud servers in the cloud layer are considered as a blockchain network on the cloud. By
optimizing the topology of the blockchain network, the proposed system can increase the transaction speed of the cloud
computing layer blockchain.

3.1. Clone block

A clone block attack means that an illegal attacker in a blockchain captures a legitimate block and acquires its legal iden-
tity information, copies out several blocks with their block ID and key verification information, and drops these clone blocks
to different locations in the network to launch the attack. Because the clone blocks have the same ID and key information as a
legitimate block, the traditional cryptography-based authentication mechanism cannot detect the clone block. Fig. 2 is a
schematic diagram of clone blocks attack. When the edge server stores data in a legal block, it may be attacked by multiple
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Fig. 2. Schematic diagram of clone blocks attack.

clone blocks. As shown in Fig. 2, block [, II, and III are all clone blocks. The blue block represents the legal block, the yellow
block I represents the clone block with false information content greater than 66%, the green block II represents the clone
block with false information content between 33% and 66%, and the pink block III represents a clone block with the false
information content of less than 33%. In other words, the order of false information content in clone blocks I, II, and III is:

clone block I > clone block II > clone block III.

The neural network is a model of the human brain nervous system. It is a

set of interconnected neurons. We build our own neural network by training some data sets, and then use the generated
neural network to classify and predict the real data. Fig. 3 is a schematic diagram of the neural network model.
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Fig. 3. Neural network model.

3.2. Blockchain network sharing model

The blockchain network at the edge server layer is abstracted as a weighted undirected graph, and using the Prim algo-
rithm [7] to generate the minimum spanning tree. Then we select the subtree with the smallest sum of weights as the main
chain, and the other subtree as the side chain. The main chain stores the transaction directory of the blockchain network, and
the transaction calculation details of the side chain are synchronized to each block of the main chain. When adding a new
block N; to the edge blockchain network, we need to find the minimum PoW (Proof of Work). After the new block is added,
the communication cost between the original block j and the newly added block N; is a j-dimensional matrix:
Wi = [Win, Wi, ..., wy] . The delay of adding a new block N; to the original blockchain network is W(T), we can get the min-
imum delay of the blockchain at the edge server layer as the minimum value in the matrix W(T) = minW.

3.3. Blockchain construction method

For multiple blockchain construction tasks, in order to solve the problem of high delay in the blockchain construction pro-
cess, we use the time slicing round-robin scheduling algorithm [23] to determine the order of blockchain construction. When
multiple blockchains need to generate new blocks, we execute the time slicing round-robin scheduling algorithm [23] to
determine the next block to be added. The time slicing round-robin scheduling algorithm [23] binds a large number of
new block tasks to the same scheduler, manager, and trigger. Thus, our method can effectively manage the addition of var-
ious delay blocks and periodic blocks in blockchain.

3.4. System complexity analysis

The time complexity of the proposed system consists of three parts, the time complexity of a three-layer neural network,
the time complexity of the Prim algorithm [7], and the time complexity of the time slicing round-robin scheduling algorithm
[23].

In the three-layer neural network, we assume that the number of neurons in each layer is n;, n, and n;. When the feed-
forward calculation of the proposed network is carried out, matrix multiplication is carried out twice, that is, the n; x n, and
n, x n3 times calculation are carried out. Since the number of nodes in the input layer, hidden layer and output layer is given
(i.e., ny, mp and n3), they can be regarded as constants. Thus, the time complexity of feedforward calculation of the proposed
network is O(n; x n, + ny x n3) = 0(n?). The back-propagation time complexity is the same as the feedforward calculation.
The activation function of the network is ReLU function with low computational complexity and is ignored here. Therefore,
the time complexity of the proposed network is O(n?).

The basic idea of the Prim algorithm [7] is: firstly, a node is taken as the initial node of the minimum spanning tree, and
then the edge with the minimum weight is found iteratively and added to the minimum spanning tree. If a loop is generated
after joining, skip this edge and select the next node. When all nodes are added to the minimum spanning tree, the minimum
spanning tree in the connected graph is created. Thus, in the proposed system, assuming that the number of vertices is n, the
time complexity of the Prim algorithm [7] is O(n?).

In the time slicing round-robin scheduling algorithm [23], based on the principle of first come first served, the system
arranges all the ready processes into a ready queue, generates an interrupt every once in a while, and then the system assigns
the server to the next team leader process to start a new round of circulation. Thus, in the proposed system, the time com-
plexity of the time slicing round-robin scheduling algorithm [23] is O(n).

As a result, the total time complexity of our proposed system is O(n?).
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4. Algorithm solution
4.1. A neural network based clone block identification method

Our neural network based clone block identification method mainly includes the following steps:

S1. The legitimate block and the edge node perform upper layer authentication. The edge node stores the identity decla-
ration information sent from the legitimate block as follows:

Ri = {IDi7Hi}7 (1)

where ID; is the identity number of the block, H; represents the reliability metric used to extract from the block. The relia-
bility metric has the unique characteristics of time and space, and cannot be copied.
S2. The edge server extracts the identity declaration information R; = {ID;, H;} of the legitimate block i and the identity
declaration information R; = {ID;, H;} of the unknown block j.
S3. Compare whether the ID of blocks i and j are consistent. If ID; # ID;, block j is not a clone block; otherwise, blockj is a
clone block.
S4. If the ID of blocks i and j are consistent, the edge server extracts the reliability metric of block i and block j, uses the test
statistics to calculate the correlation degree, and identifies whether it is a clone block.
S5. If blockjj is a clone block, the reliability metric of legitimate blocks x; and clone block y; are combined into a training set

s:{(x17y1)7(X27y2)7"'7(xmyn)}' (2)

S6. The edge block uses the neural network algorithm [1] to train data set S until a model that meets the identification rate
is generated.

S7. The edge block uses the model that meets the requirements to identify the block information of the new unknown
block x, and get the result

1, X € Hi(n)
- 3
R 3)

where y, is the output of node x; identified by neural network model. If y, = 1, the unknown block x, is a legitimate block;
otherwise, x, is a illegal block.

4.2. Sharing model based on the Prim algorithm

We use the Prim algorithm [7] to divide the blockchain network topology at the edge server layer to optimize the com-
munication delay of the blockchain.

We initialize tree T as an empty tree, and then add the n — 1 edge (u, v) to the tree T until the minimum spanning tree
with n — 1 edge is generated. The Prim algorithm [7] is described as Table 1.

As shown in Fig. 4, we abstract an edge server network as an undirected weighted graph, where matrix M denotes the
adjacency matrix corresponding to Fig. 4. The process of generating the minimum spanning tree fragment model using
the Prim algorithm [7] in a blockchain network is shown in Fig. 5.

0 6 1 5 o
6 0 5 o 3
1 5 0 5 6 4
M=15 5 0 « 2 @
o 3 6 oo 0 6
o oo 4 2 6 0
Table 1

Prim algorithm.

Prim algorithm:

Input: the weighted undirected graph G =V, E,

where the vertex set is V and the edge set is E

1.x €V, Vyew = {x},Enew = {}

2.for Vpew =1:1:vdo

choose the edge with the smallest weight < u, v >€ E,u € Ve,
vé¢ ViewNveV

3. Add v to Vyew, < U, ¥ > t0 Epew.

output: minimum spanning tree G = {Vyew, Enew}
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Fig. 4. Undirected weighted graph.
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Fig. 5. Sharing model based on the Prim algorithm.

4.3. Blockchain generation method based on time slicing round-robin scheduling

When building a blockchain, we use the time slicing round-robin scheduling algorithm [23] to determine the next gen-
erated block.

In the blockchain generation method: the number of blocks requested to be added to the blockchain is n, Q is the queue of
n requested blocks, ¢; is the ith requested block, t; is the execution time of block ¢;, and ¢, is the unit time.

S1. The n request blocks are arranged in the queue Q according to the first-come-first-served order, the edge server selects
the block ¢; from the queue Q and adds it to the blockchain.

S2. If t; < ty, the server will immediately release the memory after c; execution, and the scheduler will then process the
next request block c;,1; otherwise, the server will interrupt the execution of the block c;, and the block c; is added to
the end of the queue Q, and then the server will select the next block c;,; in the Q queue to execute the service.

S3. Repeat the above two steps until all blocks in the Q queue are added to the blockchain.

The above process can ensure that each block is selected and executed without recording all current connection states,
which is a stateless connection and can concisely realize the construction of blockchain.

5. Experimental simulation results analysis
5.1. Experimental data sets and settings

Our experiment aims to verify the recognition rate of NCBI methods for different types of clone blocks, effectively reduce
the delay of BMEC systems and construct block chain networks. All algorithms are implemented using MATLAB R2018b on a
3.60 GHz computer with 64.0 memory.

Data sets: We download a data set with transaction information from the blockchain dataset website (http://xblock.pro/
home-cn/), and then pre-process the data set to get our training set and test set.

Training set: In the first stage, we divide the data set into three subsets and carry out three different degrees of address
markers. We mark heavy clone block dataset I with more than 66% error address information, moderately clone block dataset
Il with 33%-66% error information, lightly clone block dataset Il with less than 33% error address information. Details of the
processed datasets I, II, IIl are shown in Table 2. In the second stage, we use the processed datasets I, II, IIl for model training.
We conduct 10 independent experiments on the training set, and then take the average recognition rate of 10 times as the
result.

Test set: our train model is evaluated by the remaining blocks in the training set I, I, Il. The recognition rate is verified
when the number of neurons is 100-1000.
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Table 2

Details of the datasets.
Datasets Types Training set Verification set Testing set Total
Heavy clone block dataset 1 6865 2284 2285 11434
Moderately clone block dataset 1l 8035 2678 2679 13392
Lightly clone block dataset 111 7192 2397 2398 11987

Settings: To test the performance of our proposed system, we create a three-layer neural network. The number of neurons
in the input layer is set to 13, and the number of neurons in the hidden layer is set to 500.

We use the log-likelihood cost function for the training process, 3000 iterations, the learning rate # = 0.1, withdrawal
from training with total error less than 0.008, and 10 times cross-validation is used to select the best optimization
parameters.

We use a sharing model based on the Prim algorithm [7]. When the block is added to the blockchain network, the block-
chain network is shared. We store the transaction information of the block itself in different small blocks, which are con-
nected to each other The weight of the block is set by PoW, and then the minimum spanning tree is generated from the
small block according to the Prim algorithm. In the MATLAB platform, we store the number of nodes of a blockchain network
and the weights of interconnected edges in an array, and then divide the blockchain network.

When constructing the blockchain, too short a time slice of the time slice round-robin scheduling algorithm will lead to
too many service switches and reduce the efficiency of the server, while too long a time slice may lead to poor response to
short interactive requests. Therefore, setting the time slice to 100 ms is usually a reasonable compromise. We set 6 blocks to
share the blockchain.

5.2. Experimental results and analysis

As shown in Fig. 6, we use our NCBI method to identify these three types of clone blocks. The NCBI method has the fol-
lowing characteristics for the recognition rate of three types of clone blocks: Type I has the highest recognition rate, Type II
has the second highest recognition rate, and Type III has the lowest recognition rate. When the number of hidden layer neu-
rons is 500, the recognition rate is the highest, which is due to the increase in the number of neuron nodes and overfitting
which leads to a decrease in the recognition rate. However, as the number of neuron nodes increases, the recognition rate of
clone blocks does not change significantly.

The result graph of neural network model training block nodes is shown in Fig. 7. Fig. 7(a) is the distribution of unknown
blocks in blockchain network. Fig. 7(b) shows the block distribution map after the NCBI method is used. The blue node is the
legal block, the yellow node is the heavy clone block, the green node is the moderately clone block, and the pink node is the
lightly clone block, which clearly shows that our NCBI method can effectively identify some unknown blocks.

We set 10 blocks to sharing the blockchain, and the connection weight between each block is randomly assigned. After
using the sharding method based on the Prim algorithm [7], the experimental results are shown in the Table 3. According to
the experimental results, the comparison before and after the blockchain network division is shown in Fig. 8. In BMEC, as the
number of block nodes in the edge server increases, after the blockchain is shared, the main chain and side chain transactions
are distributed and executed in parallel, and each edge block node achieves load balancing during data processing.
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Fig. 6. Identification rate of different number of neurons.
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Table 3
The Prim algorithm segmentation of blockchain network results.
Starting node 1 3 6 3 2
Next node 3 6 4 2 5
Weight 1 4 2 5 3
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Fig. 8. Comparison before and after blockchain sharding based on the Prim algorithm.
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Fig. 9. Time slicing round-robin scheduling.

The larger the value of the time slice, the higher the priority of the block. Fig. 9 shows the relationships between the num-
ber of blockchains, the priority of the blocks, and the block construction delay when adding new blocks to the existing block-
chain. In the experiments, we take 10 blocks to be added as an example, and execute the time slice round-robin scheduling
algorithm [23] to determine the next block to be added. As shown in Fig. 10, as the number of blocks in the edge server
increases, the total delay of blockchain construction in BMEC exhibits a non-linear increase. After sharing the blockchain,
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Fig. 10. Total delay of blockchain construction in BMEC.

the main chain and side chain transactions are distributed and executed in parallel, and each edge block server is performing
data processing. This achieves load balancing and causes very little data processing delay. Thus, the total delay of the system
mainly depends on the delay of the blockchain construction. To sum up, the experimental results in Figs. 9 and 10 show that
our system can improve transaction throughput and have low system latency, which means that our system is scalable.

6. Conclusion

In this paper, we propose a blockchain-based mobile edge computing system (BMEC) that constructs each internet equip-
ment into a block and connects each edge service node together to become a blockchain, the blockchain ensures the accuracy
and consistency of data and rules in distributed edge devices. Then we propose a neural network based clone block identi-
fication (NCBI) method. After training the reliability metric of legitimate blocks and illegal clone blocks, we obtain a new
neural network recognition model, and Furthermore, we abstract the edge server network topology into blockchain network
topology, and then use the Prim algorithm [7] to divide it into the main chain (main storage block directory) and side chain
(storage transaction details), which improves the data processing speed in the edge computing block system. In addition, the
time slicing round-robin scheduling algorithm [23] is used to generate the blockchain, this method gives each block that
wants to join the blockchain a priority, and determines the order of joining the blockchain according to the priority.

Noted that our system delay only considers data processing delay and block construction delay, and does not consider
data transmission delay. In future work, we attend to add data transmission delay to the total delay and further optimize
the proposed system. Further, we attend to develop novel algorithms to ensure the fairness and stability of the blockchain
construction. Besides, we will apply our proposed system to solve other IoT problems.
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